Abstract-The effects of heavy ion energy and nuclear interactions on the single-event upset (SEU) and single-event latchup (SEL) response of commercial and radiation-hardened CMOS ICs are explored. Above the threshold LET for direct ionization-induced upsets, little difference is observed in single-event upset and latchup cross sections measured using low versus high energy heavy ions. However, significant differences between lowand high-energy heavy ion test results are observed below the threshold LET for single-node direct ionization-induced upsets. The data suggest that secondary particles produced by nuclear interactions play a role in determining the SEU and SEL hardness of integrated circuits, especially at low LET. The role of nuclear interactions and implications for radiation hardness assurance and rate prediction are discussed.
Impact of Heavy Ion Energy and Nuclear
Interactions on Single-Event Upset and Latchup in Integrated Circuits environment reach into hundreds of GeV/u, with a peak flux at a few hundred MeV/u [1] . With few exceptions, such ion energies are not available in ground-based test facilities, and concerns about the fidelity of accelerator tests for simulating the response of integrated circuits (ICs) in the real space radiation environment have resulted [2] . Previous studies in the literature have sometimes shown differences in single-event upset (SEU) response with ion energy [3] - [5] , and in other cases have not [6] - [8] .
Recently, the role of nuclear interactions between high-energy particles and the materials in integrated circuits has received growing attention [7] - [13] . Typically, heavy-ion-induced SEU results from direct ionization caused by the release of electron-hole pairs along the path of an energetic charged particle incident on an integrated circuit. Although in some cases upsets due to proton direct ionization have been observed [14] , proton and neutron-induced SEUs are generally attributed to ionization by reaction products (e.g., spallation reaction products or Si recoils from Coulomb scattering) produced indirectly by nuclear interactions between an incident energetic particle and the materials in an IC. In 1998, Koga suggested that ions with very low LET ( MeV-cm /mg) might cause SEUs due to nuclear interactions that would be observable if the threshold LET for direct ionization-induced upsets was high (for example, as would be the case for SEU-hardened ICs) [7] . More recently, Warren, et al. ' s experiments [9] on hardened 4-Mbit SRAMs have corroborated this mechanism, with high-energy heavy ion SEU observed for LETs less than 2 MeV-cm /mg in an SRAM that appears to have a direct ionization upset threshold LET of greater than 20 MeV-cm /mg. Unfortunately, no equivalent low-energy data was presented to more conclusively prove that high-energy nuclear interactions were the mechanism for the observed results. Upsets in SEU-hardened SRAMs have also been attributed to secondary particles traversing multiple sensitive volumes and causing upsets at lower LETs than are possible from single-node strikes [13] . In [12] , we showed data taken at high-and low-energy heavy ion accelerators indicating that in some cases significant differences exist between SEU cross sections as a function of ion energy. While it was conjectured that these differences were due to the effects of nuclear interactions as described in [9] , [11] , the limited data that were available did not overwhelmingly support this hypothesis. In addition, it was shown that it is critical to perform SEE measurements below the direct ionization threshold at sufficiently high ion fluence to ensure that any differences due to ion energy effects can be resolved.
In this summary, we describe new high and low-energy measurements of SEE in a variety of ICs from multiple manufacturers. ICs tested include commercial and radiation-hardened devices fabricated in bulk silicon and silicon-on-insulator (SOI) technologies. The ICs studied here are primarily CMOS SRAMs, but also include an analog-to-digital converter (ADC). While previous studies have focused almost exclusively on the impact of ion energy and the role of nuclear interactions on SEU response, in this paper we also explore the importance of ion energy on single-event latchup (SEL) response. Finally, implications for hardness assurance and SEE rate prediction are discussed.
II. EXPERIMENTAL DETAILS
Low-energy heavy ion irradiations were performed using the tandem Van de Graaff at Brookhaven National Laboratory (BNL), while high-energy heavy ion irradiations were performed at the Texas A&M University (TAMU) heavy ion cyclotron. Beams at BNL ranged in energy from 1-8 MeV/u, while the ion beams at TAMU ranged from 3-40 MeV/u. A complete listing of the heavy ion beams used is shown in Table I . Static SEU cross sections in SRAMs were measured using either a Hewlett Packard HP82000 digital ASIC tester, a CertiMAX Model 105 portable digital ASIC tester, or a TEMIC dedicated portable memory tester. A checkerboard pattern was loaded into the memory, the SRAM was exposed to heavy ions, and following the irradiation the memory was read and the number of errors was counted. In almost all cases, the same test setup was used to test the same parts for both low-and high-energy ions to minimize any variation in cross section due to test setup. Single-event latchup cross sections were measured using a computer-controlled power supply. The IC was allowed to power up into its preferred state (i.e., no specific pattern   TABLE II  DEVICES STUDIED IN THIS WORK was written), the IC was exposed to heavy ions, and during the irradiation the power supply current was monitored. If the current exceeded a predetermined threshold (set slightly above the static current), a latchup was counted and the IC power supply was cycled. Experiments were performed using ions at both normal and angled incidence; data from angled irradiations are plotted using effective LET as defined by the standard inverse cosine law. The implications of this are discussed below. Error bars on plots indicate either the standard deviation in cross section between parts (when multiple parts were tested) or the 95% confidence interval for errors given by Poisson statistics [15] . Throughout this paper, the term "low-energy" will be used to refer to BNL ions with energy less than 10 MeV/u, while TAMU ions with energy greater than 10 MeV/u will be referred to as "high-energy".
Seven different device types were studied in this work, three for SEU and four for SEL. For SEU, 256-Kbit fully depleted 0.2-m SOI SRAMs from Mitsubishi Heavy Industries (MHI) with body ties were tested [16] , as well as 256-Kbit 0.5-m bulk SRAMs and 1-Mbit 0.35-m SOI SRAMs fabricated at Sandia National Laboratories [17] . For SEL, three commercial SRAMs and a commercial ADC were tested. Table II lists more detailed information on the device types and bias conditions used. For SEU, all tests were performed at room temperature and the minimum rated bias voltage, while SEL tests were performed at the maximum rated bias voltage and a temperature of either 75 C or 85 C. All parts were delidded for experiments at both heavy ion test facilities.
III. SINGLE-EVENT UPSET EXPERIMENTAL RESULTS

A. Sandia 256-Kbit Bulk SRAM
The 256-Kbit radiation-hardened bulk silicon Sandia SRAM was designed as a special test IC to have regions of differing SEU sensitivity. The SRAM is split into 16 blocks (16 Kbits each) with different-sized feedback resistors used for SEU hardening. Blocks 8-15 of the SRAM comprise 128 Kbits of the SRAM and have the nominal (largest) size feedback resistors used in the technology, while the other eight 16-Kbit blocks have resistors ranging down to no feedback resistance in Block 0. Fig. 1 shows the measured low-energy (BNL) upset cross section curves for the 256-Kbit Sandia SRAM, indicating that the SEU threshold LET varies between the blocks from less than 10 to about 30 MeV-cm /mg (the nominal design target). This range of direct ionization threshold LET allows us to examine the effects of ion energy on SRAM blocks that have differing upset thresholds (i.e., different critical charges) but that are otherwise identical. 2 shows the high and low-energy SEU cross sections for Block 6 of the Sandia 256-Kbit SRAM. Note that throughout this paper, cross section data will be plotted using a logarithmic scale on both axes to accentuate any differences between low-and high-energy data. Plotting the data in this manner also shows more clearly when (or if) saturation in the cross section has been reached and facilitates interpretation of the data [18] . Downward pointing arrows indicate that the data point is an upper bound and that no upsets (or latchups in the case of SEL data) occurred at this point. Data for Blocks 8-15 were previously analyzed and included in [12] , and the characteristics of Block 6 are similar. First, note that the high and low-energy data converge at high LET. In this region, direct ionization dominates and the upset cross section is expected to be energy independent [8] . Note also that a low-energy (3 MeV/u, LET 40 MeV-cm /mg) data point taken at TAMU by degrading the high-energy beam (yellow square) lies exactly on the BNL data (which in this region were taken at an energy of 3.7 MeV/u). However, between incident effective LET's of 12 to 20 MeV-cm /mg, the high-energy TAMU data lie significantly above the BNL data. At an LET of 15 MeV-cm /mg, the TAMU SEU cross section is nearly 3 orders of magnitude greater than the SEU cross section measured at BNL.
At BNL, no incident particle with LET less than 16 MeV-cm /mg ever causes an upset, even after multiple irradiations to a cumulative fluence in excess of 10 ions/cm . At TAMU, numerous high-fluence irradiations with LET less than 10 MeV-cm /mg produced only 2 upsets (one at 1.4 and one at 5.5 MeV-cm /mg) after a total delivered fluence for all parts and all ions of nearly 3 10 ions/cm . If we assume that the BNL data give a true indication that the threshold LET for single-node direct ionization-induced SEU in this block of the SRAM is 20 MeV-cm /mg, these data suggest that incident particles with LET below 16 MeV-cm /mg at BNL energies are unable to produce secondary particles (via nuclear interactions) with LET greater than 20 MeV-cm /mg. While such interaction products apparently can occasionally be produced at TAMU for incident effective LETs less than 10 MeV-cm /mg, they are rare events indeed.
The high and low-energy SEU cross sections for Block 3 of the Sandia 256-Kbit SRAM are shown in Fig. 3 . This block of the SRAM has a threshold LET for direct ionization-induced SEU of only about 10 MeV-cm /mg. Once again, at high LET all of the cross section data converge to a single curve. However, at lower incident effective LETs (<10 MeV-cm /mg) something interesting happens. Even at BNL, there is an extended "tail" in the cross section curve, with upsets occurring down to incident LETs of 1.5 MeV-cm /mg (albeit with very low cross section). At TAMU, this tail in the cross section curve is more than an order of magnitude higher than at BNL between incident effective LETs of 3-10 MeV-cm /mg, but converges to the low energy data for LET <2 MeV-cm /mg. If we again assume that the "main" part of the BNL curve indicates a true threshold LET for single-node direct ionization-induced upsets of 10 MeV-cm /mg, these data suggest that both high and low-energy ions are capable of producing secondary particles above this threshold. For example, silicon recoil atoms have a maximum LET of about 14 MeV-cm /mg and would be able to cause upsets in this block of the SRAM. At both BNL and TAMU, beams with incident LET below 10 MeV-cm /mg have sufficient energy to exceed the Coulomb barrier for silicon interactions [11] , and such events are likely a key contributor to the low-LET tails at both facilities. Also shown in Fig. 3 is a data point taken with a very low energy (1 MeV/u) carbon beam at BNL. At this energy, even though the heavy ions are able to penetrate several microns deep into the active silicon, no upsets are observed. This is consistent with computations in [11] that suggest that 1-MeV/u carbon ions are below the threshold energy (i.e., the Coulomb barrier) required to produce the interactions responsible for the upsets that are observed with higher energy ions.
Data for Block 0 (no feedback resistors) are similar to Block 3, with the exception that the tails in the cross section curve for both BNL and TAMU are nearly an order of magnitude higher in cross section, suggesting that even more secondary particles produced by nuclear interactions are able to exceed the direct ionization threshold LET ( MeV-cm /mg) for this block. These data are discussed in detail and analyzed using MRED nuclear interaction calculations in [19] .
B. Mitsubishi 256-Kbit SOI SRAM
The measured SEU cross section as a function of heavy ion incident effective LET for the Mitsubishi fully depleted 256-Kbit SOI SRAM with body ties is shown in Fig. 4 . Note that highand low-energy data on this SRAM were presented in [12] , and no significant differences were observed. However, as pointed out in that paper, the measured data covered only three orders of magnitude in SEU cross section and no high-fluence data at low LET had been taken to ensure that a a low-LET "tail" in the upset cross section was not present. Fig. 4 clearly shows the importance of taking high-fluence data at LETs below the threshold for upsets due to direct ionization, as will be discussed in more detail below. As can be seen in this figure, there is indeed a significant tail in the cross section curve for LETs less than 10 MeV-cm /mg. Similar to the results for the Sandia 256-Kbit SRAM, the high-energy cross section is considerably higher than the low-energy cross section in this region, with about a factor of 100 difference at an LET of 5 MeV-cm /mg.
C. Sandia 1-Mbit SOI SRAM
The Sandia 1-Mbit radiation-hardened SOI SRAM test IC is similar to the Sandia 256-Kbit bulk SRAM. Like the 256-Kbit bulk SRAM, the SOI SRAM is split into 16 blocks (this time 64 Kbits each) with different-sized feedback resistors. The upper 512 Kbits of the SRAM (blocks [8] [9] [10] [11] [12] [13] [14] [15] have the nominal (maximum) size feedback resistors used in the technology, while the other eight 64-Kbit blocks have resistors ranging down to no feedback resistance in Block 0. Fig. 5 shows the measured low-energy (BNL) upset cross section curves for all blocks of the 1-Mbit SOI SRAM. For this SRAM, the direct ionization SEU threshold LET varies from less than 10 MeV-cm /mg for no feedback resistors to about 60 MeV-cm /mg for nominal feedback resistors. Note that even though these low-energy curves were taken with many different ions at many different angles of incidence, the curves are very well-behaved, with no outlying points or large discontinuities in the data as the ion or angle is changed.
The data change dramatically at high energies, as shown in Fig. 6 for Block 1 of the 1-Mbit SOI SRAM. At high LET, the data again appear to be converging to a single curve, although the BNL cross section is still slightly larger than at TAMU. Below the threshold LET for single-node direct ionizationinduced upsets (a bit less than 20 MeV-cm /mg), the highenergy data show an abrupt discontinuity as the beam is switched from 40-MeV/u Ar at a high angle of incidence (53 ) to a lower-energy 15-MeV/u Ar beam at normal incidence. Similar discontinuities were observed in the other blocks of the SRAM at different LET/energy/ion combinations. In each case, irradiation with the higher-energy, higher-angle ion resulted in a much larger SEU cross section than the lower-energy, normally-incident ion with similar effective LET. Obviously, curves such as Fig. 6 are a clear indication of the breakdown of the effective LET concept for high-energy ions that produce upsets by mechanisms other than direct ionization within a single sensitive volume.
It is interesting to contrast the results shown in Fig. 6 for the Sandia SOI SRAM with those in Fig. 2 for the Sandia bulk silicon SRAM. At BNL, both SRAMs (Block 6 for the bulk SRAM and Block 1 for the SOI SRAM) have a very similar direct ionization SEU threshold LET of about 20 MeV-cm /mg. Coincidentally, both SRAMs even have similar SEU cross section near saturation. However, the bulk SRAM shows no unusual angular behavior similar to the SOI SRAM, even though the same 40-MeV/u and 15-MeV/u Ar beams were used to characterize both devices. Both devices are fabricated in the same facility using almost entirely the same materials and similar processes. It seems likely that this difference in behavior is due to the very different sensitive volume in the SOI SRAM (very thin and truncated by the buried oxide) compared to the bulk silicon device.
Turning to one of the blocks with larger feedback resistors, Fig. 7 shows the high-and low-energy SEU cross section curves for Block 6 of the 1-Mbit SOI SRAM. For this block, the direct ionization SEU threshold LET as measured at BNL is about 40 MeV-cm /mg. Below this LET, no upsets are ever observed at BNL even after an accumulated fluence of 10 ions/cm . Similarly, no upsets are observed at TAMU below 40 MeV-cm /mg after a similar accumulated fluence, with the exception of 2 upsets observed at an LET of 29 MeV-cm /mg using 25-MeV/u Kr ions at an angle of incidence of 45 . Once again, if the direct ionization SEU threshold LET is large enough, it appears that it becomes impossible (or at least, extremely unlikely) for nuclear interactions to generate particles capable of inducing upsets. This strongly suggests that for devices with such high direct ionization SEU thresholds, only very rare interactions between high-energy ions and high-Z materials such as W are capable of producing reaction products with large enough LET to cause upsets. In Fig. 7 , for the first time we see a significant difference between the low and high-energy results at high LET, with the BNL cross section larger than at TAMU by almost 2 orders of magnitude at an LET of 70 MeV-cm /mg. Data for the other blocks having large resistors is similar, with the difference in high-LET cross sections becoming less as the resistor size is decreased. Although we have no definitive mechanism for this effect, we believe it may be due to differences in the heavy ion track structure. As noted previously, the more spread out track of high-energy heavy ions may lead to reduced charge collection in the sensitive volume, making low-energy testing conservative with respect to high-energy facilities [8] . We also suspect that given high enough test LET, the two curves might well converge to the same saturation cross section.
IV. SINGLE-EVENT LATCHUP EXPERIMENTAL RESULTS
As shown previously, it is difficult to observe nuclear interaction-induced upsets in many commercial devices because their threshold for direct ionization-induced upsets is so low that relatively rare nuclear interactions are dominated by direct ionization events [12] . However, several commercial ICs have been shown to be sensitive to latchup and to have heavy ion SEL threshold LETs between 10-20 MeV-cm /mg [10] . If heavy ions can cause nuclear reaction-induced SEU, it is reasonable to expect that the same mechanism could lead to SEL, especially in high-energy heavy ion environments. Therefore, it seems likely that heavy ion nuclear interaction-induced latchup could be observed in commercial ICs. Indeed, recent research has suggested that high-energy proton-induced latchup in commercial ICs can result from interactions between protons and high-Z materials used in semiconductor manufacturing [10] . Accordingly, we selected several commercial ICs that had been previously shown to be sensitive to SEL and studied their response as a function of ion energy.
A. ST Microelectronics 4-Mbit SRAM
High and low-energy SEL cross sections for an ST Microelectronics 4-Mbit SRAM (M68AW511) are shown in Fig. 8 . The SEL cross section was measured at a temperature of 85 C. The characteristics are remarkably similar to the SEU cross sections discussed up to this point. The direct ionization threshold LET for latchup as measured at BNL is 16 MeV-cm /mg. However, the high-energy SEL cross section curve shows latchup occurring at much lower incident effective LET values than this. For example, the only LET at which latchup did not occur at TAMU was 1.8 MeV-cm /mg, while at BNL the same part was latchup-free at an LET of 11 MeV-cm /mg. At an LET of 15 MeV-cm /mg, the high-energy SEL cross section is nearly 3 orders of magnitude higher than at low energy. At high LET, the high-energy SEL curve falls somewhat below the low-energy curve; the reason for this discrepancy is currently unknown, however, it is consistent with much of the SRAM SEU data. Fig. 9 shows high and low-energy SEL cross sections for a Samsung K6X4008C1F 4-Mbit SRAM. The SEL cross section was measured at a temperature of 85 C. Similar to the soft blocks of the Sandia 256-Kbit SRAM (e.g., Fig. 3 ), there is a substantial tail in the SEL cross section data at both low and high energy. In fact, no ion/energy combination at which any test was performed at either facility ever produced zero latchups. In the low-LET tail region, the high-energy data exhibit a higher SEL cross section than the low-energy data, but the difference is considerably smaller than observed in Fig. 3 for SEU in the Sandia SRAM. In addition, the cross section in this region is about 100 times lower than in the Sandia SRAM. At intermediate LETs near 15 MeV-cm /mg, the largest difference (about 2 orders of magnitude) in SEL cross section is observed, similar to the ST Microelectronics SRAM. Finally, it appears that at the highest LETs, the high-and low-energy curves converge.
B. Samsung 4-Mbit SRAM
C. Vendor A 1-Mbit SRAM
The SEL cross section for Vendor A 1-Mbit SRAM test ICs is shown in Fig. 10 . The SEL cross section was measured at a temperature of 75 C. This SRAM, fabricated in a 0.14-m CMOS technology, is the most SEL-sensitive part that was studied. Like the Samsung 4-Mbit SRAM, there was no ion/energy at which the Vendor A SRAM was tested that did not induce latchup. Previous testing has shown this technology to be sensitive to both proton and neutron-induced latchup [20] , [21] . Note that at an incident effective LET of 10 MeV-cm /mg, the SEL cross section for this part is about 3 orders of magnitude higher than in the Samsung 4-Mbit SRAM. Previous analysis has shown that the Samsung K6X4008C1F uses a 4-transistor NMOS cell design, while the Vendor A SRAM uses a 6-transistor CMOS memory cell. SEL in the Samsung SRAM is therefore likely limited to peripheral circuitry, while a previous study of the Vendor A SRAMs suggested that latchup occurs within both the peripheral circuitry and the memory array itself [21] . No significant difference between the low-energy and high-energy data is observed in Fig. 10 . This may be because, just like with ICs that are highly sensitive to SEU, it is difficult to observe rare indirect ionization events that might be energy dependent compared to numerous direct ionization events.
D. Analog Devices Analog-to-Digital Converter
Although there is no reason to believe that the effects observed in this work are specific to SRAMs, an Analog Devices AD7827 8-bit analog-to-digital converter (ADC) was also characterized for latchup in low-and high-energy heavy ion environments. Previous testing had shown this IC to be sensitive to heavy-ion induced latchup at BNL. The SEL cross section was measured at a temperature of 85 C. Fig. 11 shows the SEL cross section curves for the AD7827 taken at BNL and TAMU. At BNL, the SEL threshold LET was found to be about 4 MeV-cm /mg, while latchup at TAMU was observed down to an LET of 1.4 MeV-cm /mg. Similar to most of the other ICs, the difference in measured cross section was greatest at intermediate LETs near the direct ionization threshold. For the AD7827, the high-energy SEL cross section was 10 times higher in this region than the cross section measured with low-energy heavy ions. At higher LETs, the low-and high-energy cross section curves are not significantly different.
V. DISCUSSION
A. Physical Mechanisms
The data of Figs. 2-4 and 6-11 clearly show that significant differences can exist between SEU and SEL cross sections measured using low and high-energy heavy ions. These differences are greatest near or below what appears to be the direct ionization threshold for upsets or latchup. At LETs beyond the direct ionization threshold LET, high and low-energy SEE data appear to be in better agreement, with the low-energy data being in some cases conservative, as previously observed [8] . Of course, for cases where low-energy ions have insufficient range to reach the entire sensitive volume(s), high-energy ions will show different results throughout the LET range.
Our results here for low-LET upset and latchup are consistent with the mechanism of SEU or SEL caused by secondary particles that result from nuclear interactions within the IC [9] , [11] , [13] [19] . The fact that blocks of the Sandia bulk and SOI SRAMs with large resistors exhibit a sharp cutoff to upsets below an incident effective LET of 15 MeV-cm /mg, while blocks with smaller resistors exhibit continued upsets below an incident LET of 2 MeV-cm /mg is very suggestive of a nuclear interaction mechanism. For devices where the direct ionization SEE threshold LET is less than about 15 MeV-cm /mg, reactions between incident heavy ions and silicon are sufficient to generate secondary particles capable of inducing SEE by indirect ionization, and these reactions are reasonably common for low-LET beams at both BNL and TAMU. Therefore, we observe low-LET tails in SEE cross section curves at both facilities. For devices with direct ionization SEE threshold LETs greater than about 15 MeV-cm /mg, interactions with high-Z materials within the IC may be required to produce particles capable of depositing enough charge to cause SEE [9] , [10] . These reactions are much less common and lead to lower SEE cross sections. For low-energy heavy ions, the incident particle energy is generally not high enough to exceed the Coulomb barrier for interactions with high-Z materials such as W, and therefore no low-LET SEE may be observed at low-energy facilities for devices with high direct ionization threshold LET. At higher-energy facilities such events are still rare, but they do occur. A detailed analysis of the various interaction mechanisms at play for a given ion species and energy requires detailed nuclear interaction modeling, and is the subject of [19] .
An alternative mechanism for the observed energy dependence that cannot be ruled out here is that of secondary particles generated by nuclear interactions that subsequently affect multiple sensitive nodes [13] . While this mechanism does not materially alter most of the discussion up to this point, it does offer an alternative mechanism for producing low-LET upsets in SEU-hardened SRAMs that have a high threshold LET for single-node direct ionization-induced SEU. In this mechanism, a heavy ion nuclear interaction produces one or more secondary particles that result in simultaneous charge collection at two sensitive nodes (for example the off n-and p-channel transistors in a CMOS SRAM). This charge collection reduces the effectiveness of delay-element SEU-hardening, since the ion-induced voltage transients can simultaneously propagate through both paths of the cross-coupled inverter pair. Such dual-node strikes, while rare, may result in a dramatically reduced SEU threshold LET and hence offer an alternative to high-Z interactions necessary to upset SRAMs with a high single-node SEU threshold LET.
B. Impact of Nuclear Interactions
SEUs due to nuclear interactions have been shown to increase the error rate observed in SEU-hardened 4-Mbit SRAMs operating in space by almost 3 orders of magnitude compared to the predicted rate based on ground measurements [19] . Clearly, then, nuclear interactions can play a very significant role in the on-orbit failure rates of SEU-hardened ICs. For very SEU-soft devices it has been shown that even if such effects exist, they will be difficult to detect because the direct ionization threshold LET is so low [12] . For such devices, nuclear interactions are not expected to play a significant role and mission error rates will be dominated by direct ionization events. It might be argued that nuclear interactions are important only for SEU-hardened ICs that have a relatively high direct ionization threshold LET. However, as shown in this work, it is not uncommon for commercial ICs that are SEU-sensitive to have relatively high latchup threshold LETs (on the order of 15-20 MeV-cm /mg). For such ICs, nuclear interactions may be important for SEL even if direct ionization dominates their SEU response. We also note that other single-event effects such as certain single-event functional interrupt (SEFI) modes or long-duration analog single-event transients (ASETs) may have higher direct ionization threshold LETs. These failure modes might be triggered due to nuclear interactions at lower incident LET than expected based on low-energy ground level tests.
For failure modes with high criticality, even small SEE cross sections may present an unacceptable mission risk. For example, we have conducted SEE testing of a hardened-by-design point-of-load power controller ASIC using high-and low-energy ions at TAMU and BNL. At both facilities, single-event transients in an internal voltage monitor circuit led to the triggering of the ASIC's overvoltage protection circuitry and a subsequent shutdown of the ASIC. At BNL, the threshold LET for this failure mode was 26 MeV-cm /mg, while at TAMU the threshold LET was only 15 MeV-cm /mg. Because of its criticality to the power system of the application, this SET sensitivity would probably have led to a redesign based on the results from either facility, but the low threshold LET at TAMU was clearly unacceptable based on system requirements. In addition, for systems utilizing a very large number of an IC (for example, memory ICs in a solid-state data recorder), it should be remembered that even a small SEE cross section can have important system ramifications [22] . We also note that in the actual space environment, particle energies significantly exceed those used in this study. As illustrated in Fig. 12 , our results do not show a saturation in the increase of cross section with energy for the energy range studied here. In this figure, we plot the SEU cross section for Block 3 of the Sandia 256K SRAM as a function of energy at an incident effective LET of 5 MeV-cm /mg. As suggested by this figure, it is possible that higher energy particles will result in even larger SEU cross sections for a given incident effective LET.
Assuming that the observed differences in high and low-energy heavy ion SEE response are due to nuclear interactions, our existing framework for understanding, analyzing, and predicting SEE phenomena must be significantly altered. Because upsets may be caused by secondary particles with higher LET than the primary incident heavy ion, standard techniques for plotting event cross sections against the incident ion LET must be revisited. This is clearly illustrated by Fig. 6 , where plotting data without regard to different incident ion energies can lead to large discontinuities in the cross section curve. In addition, the concept of effective LET breaks down, since secondary particles don't necessarily follow an inverse cosine law based on the angle of incidence of the primary particle. This will require new methods of analyzing and plotting heavy ion data, for example as a function of energy, incident angle, and normally-incident LET rather than lumping all of these into a single parameter of effective LET. Finally, standard heavy ion error rate prediction tools currently depend on the validity of the effective LET concept and LET distribution functions based on direct ionization within a single sensitive volume. Accurate error rate predictions for ICs with significant heavy ion nuclear interaction effects will require extensive experimental characterization at multiple energies, as well as detailed nuclear physics calculations to determine secondary particle distributions [9] , [11] , [19] . Such calculations will also be needed to extrapolate results to the actual space environment, where particle energies can reach hundreds of GeV/u (far above the "high-energy" range studied here). These calculations will require accurate descriptions of the materials present in ICs and their locations relative to SEU-sensitive volumes. These themes are explored further in [19] . Upsets due to multiple-node charge collection mechanisms also present challenges to the concept of effective LET and standard error rate prediction tools. Methods to account for multiple sensitive volumes have been developed and will be key to accurate rate prediction when multiple-node charge collection plays a role [23] - [25] .
C. Hardness Assurance Implications
In light of the significant differences in SEE response observed here as a function of heavy ion energy, any heavy ion test campaign must be conducted with a view toward evaluating whether nuclear interactions will play a significant role in the reliability of the test devices in their intended application. As a first recommendation, if a high-energy heavy ion facility is available and affordable, it should be given first consideration. At any facility, devices should be thoroughly tested at low LET using large heavy ion fluences (we suggest a minimum of 5 10 ions/cm ) to determine the threshold (if there is one) at which effects are no longer observed. Note that this may require multiple devices to prevent total dose degradation of the test devices. If possible, devices should be characterized at multiple energies to explore their sensitivity to indirect ionization events.
There may be cases where scheduling pressures and economic or programmatic reasons make usage of a lower energy facility the only viable option. In such a case, the experimenter must proceed carefully. If the results at the low-energy facility show that a part is very sensitive to direct ionization effects (e.g., has a direct ionization SEE threshold LET less than 2 MeV-cm /mg), low-energy test data are probably sufficient because direct ionization events will dominate the SEE rate. If the low-energy test data show a direct ionization SEE threshold LET greater than about 40 MeV-cm /mg, low-energy data may again be adequate because even heavy ions with energies from 10-50 MeV/u are unlikely to produce secondary particles with sufficient charge deposition to cause SEE. However, it is important to remember that the actual space environment contains heavy ions with energies far in excess of 50 MeV/u, and it is possible that nuclear interactions not present in high-energy ground-level facilities will cause failures in space. These very high energy heavy ions may also be able to cause SEU in hardened SRAMs at lower LET than expected via direct ionization into multiple sensitive volumes within a memory cell. Finally, it should be remembered that many new materials are being incorporated into advanced technologies, and these materials may lead to new sensitivities and higher nuclear reaction cross sections for events that produce high-LET secondary particles.
For devices with intermediate direct ionization SEE threshold LET (between 2 and 40 MeV-cm /mg), there is a high probability of energy dependence of the SEE response. These parts will require testing at a high-energy facility to establish the role of nuclear interactions in their SEE response. Devices with a direct ionization SEE threshold LET less than 15 MeV-cm will likely show indirect ionization-induced effects even at low-energy facilities, but these effects will be even more pronounced at high-energy facilities. Devices with threshold LET between 15 and 40 MeV-cm /mg may not show any nuclear interaction-induced effects at low-energy facilities but will likely show small but non-zero SEE cross sections at high-energy facilities due to nuclear interactions. Whether these small cross sections lead to unacceptable failure rates will depend on system requirements and the criticality of the part.
VI. SUMMARY
We have studied the impact of heavy ion energy and the role of nuclear interactions on SEU and SEL in CMOS ICs. Above the threshold LET for direct ionization-induced SEE, little difference is usually observed in single-event upset and latchup cross sections measured using low versus high energy heavy ions. However, below the threshold LET for direct ionization-induced upsets, we find significant differences between low-and highenergy heavy ion test results. The data suggest that secondary particles produced by nuclear interactions play a role in determining the SEU and SEL hardness of integrated circuits, especially at low LET. Although the cross sections for nuclear reaction-induced SEE from heavy ions are small, in such cases high-energy heavy ion testing may be required, depending on the overall error rate requirements of a given system. The presence of significant heavy ion nuclear interaction effects will challenge current methods for analyzing and predicting SEE phenomena.
